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Introduction  

This privacy notice tells you what to expect us to do with your personal information. 

Contact details 

Post:  NCIMB Ltd, Wellheads Place, Dyce, Aberdeen, AB21 9YA, UK 

Tel:  +44 (0) 1224 009333  

Email: enquiries@ncimb.com 

Information we collect from customers and what we use it for  

Purpose Information collected 

To provide services and goods, 

including delivery: 

• Names and contact details 

• Addresses 

• Purchase or account history 

• Payment details (including card or bank information for 

transfers and direct debits) 

• Health information (including dietary requirements, 

allergies and health conditions) 

• Health and safety information 

• Account information 

• Website user information (including user journeys and 

cookie tracking) 

• Records of meetings and decisions 

• Identification documents 

• Information relating to positive and negative feedback or 

complaints. 

For the operation of customer 

accounts: 
• Names and contact details 

• Addresses 

• Payment details (including card or bank information for 

transfers and direct debits) 

• Purchase history 

• Account information, including registration details 

To prevent, detect, investigate 

or prosecute crimes: 
• Names and contact information 



• Video and CCTV recordings of public areas (including 

indoor and outdoor spaces) 

• Video and CCTV recordings of private or staff only areas 

For service updates or 

marketing purposes: 
• Names and contact details 

• Addresses 

• Recorded images, such as photos or videos 

• Purchase or viewing history 

• IP addresses 

• Website and app user journey information 

• Records of requests to opt out from future marketing 

communications, where appropriate. 

For research or archiving 

purposes: 
• Names and contact details 

• Addresses 

• Health information 

• Purchase or viewing history 

• IP addresses 

• Website user journey information 

For recruitment purposes 

 

• Contact details (e.g. name, address, telephone number or 

personal email address) 

• Employment history  

• Education history (eg qualifications) 

To comply with legal 

requirements: 

• Health and safety information 

 

For dealing with queries, 

complaints or claims: 

• Names and contact details 

• Address 

• Account information 

• Purchase or service history 

• Video recordings of private or staff only areas 

• Witness statements and contact details 

• Information relating to health and safety 

• Correspondence 

 

 

 



Lawful basis and data protection rights 

Under UK data protection law, we must have a “lawful basis for collection and using your 

personal information. There is a list of possible lawful bases in the UK GDPR. You can find out 

more about lawful bases on the ICOs website.  

The lawful basis we rely on may affect your data protection rights, which are set out in brief 

below. You can find out more about your data protection rights and the exemptions that may 

apply on the ICO’s website.  

• Your right of access - You have the right to ask us for copies of your personal 

information. You can request other information such as details about where we 

get personal information from and who we share personal information with. 

There are some exemptions which means you may not receive all the 

information you ask for. You can read more about this here. 

• Your right to rectification - You have the right to ask us to correct or delete 

personal information you think is inaccurate or incomplete. You can read more 

about this here. 

• Your right to erasure - You have the right to ask us to delete your personal 

information. You can read more about this here. 

• Your right to restriction of processing - You have the right to ask us to limit 

how we can use your personal information. You can read more about this here. 

• Your right to object to processing - You have the right to object to the 

processing of your personal data. You can read more about this here. 

• Your right to data portability - You have the right to ask that we transfer the 

personal information you gave us to another organisation, or to you. You can 

read more about this here. 

• Your right to withdraw consent – When we use consent as our lawful basis 

you have the right to withdraw your consent at any time. You can read more 

about this here. 

  

https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#roa
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtr
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtr
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rte
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtrop
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rto
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtdp
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtdp
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtwc
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtwc


Our lawful bases for the collection and use of your data 

Purpose Lawful basis 

To provide services and goods 

are: 

 

• Contract – we have to collect or use the information so 

we can enter into or carry out a contract with you. All of 

your data protection rights may apply except the right 

to object. 

For the operation of customer 

accounts: 

 

• Contract – we have to collect or use the information so 

we can enter into or carry out a contract with you. All of 

your data protection rights may apply except the right 

to object. 

For service updates or marketing 

purposes: 

• Legitimate interests – we’re collecting or using your 

information because it benefits you, our organisation 

or someone else, without causing an undue risk of 

harm to anyone. All of your data protection rights may 

apply, except the right to portability. Our legitimate 

interests are: 

o Our legitimate commercial interests. We collect 

names and business contact details of our 

customers, and people who contact us to 

enquire about services, or who we meet at 

industry events and conferences. It is in our 

legitimate commercial interests to use this 

information for direct marketing of our own 

products and services, and for the purposes of 

account management. For example, we may 

contact people to inform them about changes to 

the products and services we offer that may be 

of interest to them. We do not use the 

information in ways that would not be expected, 

and we always give the option to opt out from 

future marketing communications.  

To prevent, detect, investigate or 

prosecute crimes: 

 

• Contract – we have to collect or use the information 

so we can enter into or carry out a contract with you. 

All of your data protection rights may apply except the 

right to object. 

• Legitimate interests – we’re collecting or using your 

information because it benefits you, our organisation 

or someone else, without causing an undue risk of 

harm to anyone. All of your data protection rights may 



apply, except the right to portability. Our legitimate 

interest is: 

o Legitimate business interests: NCIMB is a 

microbiology company that handles, identifies 

and stores microorganisms on site. We also 

store chemicals that are required for the 

services we provide. These chemicals and 

organisms could pose a threat to public health 

and safety if in the wrong hands and handled 

incorrectly. NCIMB provides a confidential 

secure storage service for microorganisms 

used in research or manufacturing. The 

security of the facility is part of the service we 

provide. We maintain site security by collecting 

names of visitors to our site and the use of 

surveillance cameras.  

• Vital interests – collecting or using the information is 

needed when someone’s physical or mental health or 

wellbeing is at urgent or serious risk. This includes an 

urgent need for life sustaining food, water, clothing or 

shelter. All of your data protection rights may apply, 

except the right to object and the right to portability. 

For research or archiving 

purposes: 

 

• Contract – we have to collect or use the information so 

we can enter into or carry out a contract with you. All of 

your data protection rights may apply except the right 

to object. 

For legal requirements: • Legal obligation – we have to collect or use your 

information so we can comply with the law. All of your 

data protection rights may apply, except the right to 

erasure, the right to object and the right to data 

portability. 

For recruitment purposes: • Contract – we have to collect or use the information so 

we can enter into or carry out a contract with you. All of 

your data protection rights may apply except the right 

to object. 



For dealing with queries, 

complaints or claims: 

• Contract – we have to collect or use the information so 

we can enter into or carry out a contract with you. All of 

your data protection rights may apply except the right 

to object. 

• Legitimate interests – we’re collecting or using your 

information because it benefits you, our organisation 

or someone else, without causing an undue risk of 

harm to anyone. All of your data protection rights may 

apply, except the right to portability. Our legitimate 

interests are: It is in our legitimate commercial interests 

to use personal information for dealing with queries, 

complaints or claims so that we can resolve the 

complaint and improve our products and services.  

 

Where we get personal information from 

• Directly from you 

• CCTV footage or other recordings 

• Health care providers 

• Previous employers 

How long we keep information  

NCIMB Ltd will retain personal information when it is necessary to do so and only for as long as 

required to fulfil the purpose(s) it was collected for, including for the purpose of satisfying any 

legal, accounting, or reporting requirements. Details of retention periods for different aspects 

of personal information are set out in the table below.  

When determining the appropriate retention period for personal data, NCIMB Ltd., will 

consider the amount, nature and sensitivity of the personal data, the potential risk of harm 

from unauthorised use or disclosure of personal data, the purposes for which the personal 

data is processed, whether NCIMB Ltd can achieve those purposes through other means, and 

the applicable legal requirements.  

  



Data retention schedule 

Special category 

data 

We are sometimes asked by our customers to process health data 

for the purposes of providing goods and services. Data is retained 

for a period of six years, in line with customer agreements, before 

being destroyed. 

Business contact 

details 

• We process customer names and their business contact 

details for the purposes of providing goods and services, 

operating customer accounts, and processing customer 

feedback.  

• Contact information may be kept indefinitely where it is 

necessary to provide traceability e.g. for culture collection 

deposits and patents.  

• Data is retained for the purpose of marketing until the data 

subject opts-out. Details of customers that opt out are retained 

on a "do not contact" list if they remain a customer, or are 

deleted if they are not. 

Personal data 

collected for 

recruitment 

purposes.  

Information from unsuccessful candidates is destroyed after the 

successful candidate has accepted the position, unless the 

candidate requests that we keep their details, in which case it is 

retained for one year. 

 

Who we share information with 

Data processors 

BioAware  

This data processor does the following activities for us: They provide software that we use to 

manage our culture collection catalogue 

Others we share personal information with 

• Insurance companies 

• Professional or legal advisors 

• External auditors or inspectors 

• Professional consultants 

Sharing information outside the UK 



Where necessary, we may transfer personal information outside of the UK. When doing so, we 

comply with the UK GDPR, making sure appropriate safeguards are in place. 

For further information or to obtain a copy of the appropriate safeguard for any of the 

transfers below, please contact us using the contact information provided above. 

Organisation name:  BioAware 

Category of recipient:  software 

Country the personal information 

is sent to:  

Belgium 

How the transfer complies with 

UK data protection law:  

The country or sector has a UK data bridge (also 

known as Adequacy Regulations) 

How to complain 

If you have any concerns about our use of your personal data, you can make a complaint to us 

using the contact details at the top of this privacy notice. 

If you remain unhappy with how we’ve used your data after raising a complaint with us, you 

can also complain to the ICO. 

The ICO’s address:            

Information Commissioner’s Office 

Wycliffe House 

Water Lane 

Wilmslow 

Cheshire 

SK9 5AF 

Helpline number: 0303 123 1113 

Website: https://www.ico.org.uk/make-a-complaint 

Last updated 

07 October 2024 

 

https://ico.org.uk/make-a-complaint/

